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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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DETAILED ACTION 

1 . Claims 1-34 are presented for examination. 

Priority 

2. Receipt is acl<nowleclged of papers submitted under 35 U.S.C. 1 19(a)-(d), wliicli 
papers liave been placed of record in the file. 

Information Disclosure Statement 

3. The information disclosure statement (IDS) submitted on 03/27/2006 and 
09/20/2007. The submission is in compliance with the provisions of 37 CFR 1.97. 
Accordingly, the information disclosure statement is being considered by the examiner. 
4. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, macliine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

5. Claim 34 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim 34 recites the limitation "A computer 
program" in line 1 which is disclosed in the specification such as software (paragraph 
0054). Therefore, Claim 34 is not statutory. 
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Claim Objections 

6. Claims 2-1 1 , 1 3-1 5, 1 7-20, 22-28, 30-33, and 34 are objected to because of tine 
following informalities: A method/system/transmitter/ in line 1 should be -The—. 
Appropriate correction is required. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
states. 

7. Claims 1-34 are rejected under 35 U.S.C. 102(b) as being anticipated by Dent 
(EP 1089487 A2) listed in the PTO-1449 dated 03/27/2006 hereinafter Dent. 

Regarding Claims 1 , 21 , and 29, Dent discloses a method of encrypting data for 
transmission between first and second communication terminals (Figure 6), the method 
comprising the steps of: 

determining information (value of block counter 10) relating to a time (value of 
block counter 10 summed with delay value) at which a message sent from the first 
terminal (Figure 6, element 12) is expected to arrive at the second terminal (Figure 6, 
element 13); and 
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encrypting tlie data at the first terminal using the determined information 
(paragraph 0016). 

Regarding Claim 2, Dent discloses a method according to claim 1, further 
comprising determining a time of flight for a message sent from one of the first terminal 
and the second terminal to the other of said terminals (paragraph 0013). 

Regarding Claims 3, 26, and 27, Dent discloses a method according to claim 2, 
wherein the first and second terminals have first and second internal clocks 
respectively, each of which generates a sequence of values corresponding to a time 
sequence, further comprising the step of determining an offset value defining a 
difference between the sequences of the first and second clocks (Figure 6, paragraph 
0032 and 0033). 

Regarding Claim 4, Dent discloses a method according to claim 3, wherein the 
step of determining the estimated time of arrival comprises adding the offset value and 
the time of flight to a sequence value for the first clock representing the time at which 
the first message is to be transmitted (paragraph 0049). 

Regarding Claims 5 and 22, Dent discloses a method according to claim 1 , 
wherein the step of determining information relating to a time at which the second 
communication terminal will receive a message sent from the first communication 
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terminal further includes the steps of: transmitting a first message from the first 
communication terminal to the second communication terminal; receiving a reply 
message from the second communication terminal, the reply message including 
information relating to the receipt time of the first message at the second terminal and 
information relating to a transmission time of the reply message; and determining the 
time of receipt of the reply message at the first communication terminal (paragraph 
0054). 

Regarding Claims 6, 23, and 30, Dent discloses a method according to claim 5, 
further comprising including the transmission time of the first message with the first 
message and returning the transmission time of the first message with the reply 
message (paragraph 0013-0016). 

Regarding Claims 7, 24, and 31-32, Dent discloses a method according to claim 
5, including storing the transmission time of the first message at the first terminal and 
retrieving the transmission time on receipt of the reply message (paragraph 0054). 

Regarding Claim 8, Dent discloses a method according to claim 5, wherein the 
first and second communication terminals include first and second internal clocks 
respectively, and the step of determining information relating to the time of receipt 
comprises determining a value relating to the state of the second internal clock at the 
time of receipt (Figure 6, paragraph 0032 and 0033). 
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Regarding Claim 9, Dent discloses a method according to claim 1 , comprising 
encrypting the data by combining the determined information with the data (Figure 6, 
paragraph 0016). 

Regarding Claim 10, Dent discloses a method according to claim 9, wherein the 
step of combining the information with the data comprises performing a multiplication 
operation where a data packet is the multiplicand and the information is the multiplier 
(paragraphs 0013-0016). 

Regarding Claim 11, Dent discloses a method according to claim 9, wherein the 
information comprises a value representing the time at which the message is expected 
to arrive at the second terminal (paragraph 0016). 

Regarding Claims 12 and 33, Dent discloses a method of decrypting encrypted 
data received from a first communication terminal at a second communication terminal, 
in which the data has been encrypted at the first terminal using information relating to a 
time at which the data is expected to be received at the second terminal (Figure 6), 
comprising the steps of: 

receiving the encrypted data at the second terminal (Figure 6, element 13); 
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determining information (value of block counter 10) relating to the time (value of 
block counter 10 summed with delay value) of receipt of the encrypted data; and using 
the determined information to decrypt the encrypted data (paragraph 0016). 

Regarding Claim 13, Dent discloses a method according to claim 12, wherein the 
first and second terminals include first and second internal clocks respectively, and the 
step of determining information relating to the time of receipt of the encrypted data 
comprises determining a value relating to the state of the second internal clock at the 
time of receipt (paragraph 0013-0016). 

Regarding Claim 14, Dent discloses a method according to claim 13, wherein the 
step of using the determined information to decrypt the encrypted data comprises 
combining the data with the clock related value (paragraph 0013-0016). 

Regarding Claim 15, Dent discloses a method according to claim 14, wherein the 
step of combining the data with the clock related value comprises dividing a value 
representing an encrypted data packet by the clock related value (paragraph 0013- 
0016). 

Regarding Claim 16, Dent discloses a method of setting up a secure channel 
between first and second communication terminals in a communication system (Figure 
6), the method comprising the steps of: 
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receiving a first message sent from tlie first terminal (Figure 6, element 12) at the 
second terminal (Figure 6, element 13) (paragraph 0016); and 

transmitting a second message from the second terminal to the first terminal 
(paragraph 0016), the second message including information (value of block counter 
10) relating to the time (value of block counter 10 summed with delay value) of arrival of 
the first message at the second terminal and the time of transmission of the second 
message from the second terminal to the first terminal (paragraph 0054). 

Regarding Claim 17, Dent discloses a method according to claim 16, further 
comprising the step of determining information relating to the time of transmission of the 
first message from the first terminal (paragraph 0016). 

Regarding Claim 18, Dent discloses a method according to claim 17, wherein the 
information relating to the time of transmission is included in the first and second 
messages (paragraph 0054). 

Regarding Claim 19, Dent discloses a method according to claim 17, wherein the 
step of determining information relating to the time of transmission of the first message 
comprises storing the information at the first terminal on transmission of the first 
message and retrieving the information from the first terminal on receipt of the second 
message (paragraph 0032). 
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Regarding Claim 20, Dent discloses a method according to claim 16, further 
comprising the step of receiving the second message at the first terminal and 
determining information relating to the time of receipt of the second message 
(paragraph 0054). 

Regarding Claim 25, Dent discloses a system according to claim 21 , wherein the 
first terminal includes means for transmitting the encrypted data to the second terminal 
(paragraph 0016). 

Regarding Claim 28, Dent discloses a system according to claim 27, including 
means for determining a propagation delay between transmission of the message by 
the first communication terminal and its receipt by the second communication terminal 
(paragraph 0016). 

Regarding Claim 34, Dent discloses a computer program, which when run on a 
processor, is configured to carry out the method of claim 1 (paragraph 0032). 

Contact Information 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Baotran N. To whose telephone number is (571)272- 
8156. The examiner can normally be reached on Monday-Friday from 8:00 to 4:30. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

IB. N.T./ 

Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



